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I

n the introduction to this special issue
on hacking, the guest editors describe
the true hacker as “an individual who
can achieve miracles by appropriating, modifying, or ‘kludging’ existing
resources (devices, hardware, software,
or anything within reach) to suit other
purposes, often in an ingenious fashion.”
In this Spotlight article, we explain that
a hacker is often a “user” who is reinventing or modifying products to better
satisfy his or her own needs.
Research has shown that the products or services that users develop
for themselves are also the basis for
many new commercial products and
services. In other words, the newproduct development process, historically thought to be dominated by manufacturers that design and produce new
products for users, is now understood
to be a process largely centered upon
prototype innovations developed by
users—often via hacking—to serve
their own needs.

ing’s innovations in metal-forming
machinery for in-house use in building airplanes, we’d categorize those as
user-developed innovations and Boeing
as a user-innovator in those cases.

Pervasive development
by users
In the traditional producer-centric
model, producers use patents, copyrights, and other protections to prevent
imitators from free-riding on their innovation investments. A user’s only role is
to have needs, which producers then
identify and fill by designing and producing new products. This traditional
model fits well under some conditions.
However, a growing body of empiri-

Product development
(hacking) by users isn’t rare;
it’s a major phenomenon
for both industrial
and consumer products.

Who are users?
Users, as we define the term, are firms
or individual consumers that expect
to benefit from using a product or service—or an innovation. In contrast,
producers expect to benefit from selling a product or service.
A firm or an individual can have different relationships to different products
or innovations. For example, Boeing
produces airplanes, but it uses machine
tools. If we examine innovations developed by Boeing for the airplanes it sells,
Boeing would be a producer-innovator
in those cases. But if we consider Boe-
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cal work shows that users are the first
to develop many and perhaps most new
industrial and consumer products. Both
qualitative observations and quantitative research in diverse fields—including oil refining, chemical production,
scientific instruments, semiconductor
production, and sports equipment—
clearly document that users develop
many products and services that are
later sold by manufacturing firms.
Empirical studies also show that
from 10 to almost 40 percent of users
develop new products or modify the

products they buy (see Table 1). Product development (hacking) by users isn’t
rare; it’s a major phenomenon for both
industrial and consumer products.
Why do so many users develop or
modify products for their own use?
Mass producers tend to follow a strategy
of developing products that are designed
to meet the needs of a large market segment well enough to induce purchase—
and capture significant profits—from
many customers. When users’ needs are
heterogeneous, this strategy of “a few
sizes fit all” leaves many users somewhat
dissatisfied—and some users seriously
dissatisfied—with the commercial products on sale. When users are dissatisfied
with what producers offer, they will
often innovate for themselves.
Users’ ability to innovate is improving, both radically and rapidly. This is
resulting from the steadily improving
quality of computer software and hardware, the steadily improving design
capabilities that these advances make
possible, improved access to easy-to-use
tools and components for innovation,
and access to a steadily richer innovation commons. Users can combine and
coordinate their efforts via new communication media.

Developing
novel innovations
Users and producers tend to develop
different types of innovations, in
part because of information asymmetries: users and producers tend to
know different things. To succeed at
their work, product developers require
information about the customer’s needs
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and context of use (generated by users)
as well as generic solution information
(often initially generated by producers specializing in a particular type of
solution). Bringing these two types of
information together isn’t easy. Both
solution information and need information are often very “sticky”—that
is, it’s costly to move information from
the site where it was generated to other
sites.9,10 As a result, users generally have
a more accurate and detailed model of
their needs than producers have, while
producers have a better model of the
solution approach in which they specialize than the user has.
When information is sticky, innovators
tend to rely largely on information they
already have in stock. One consequence
of the information asymmetry between
users and producers is that users tend to
develop innovations that are functionally
novel, requiring a great deal of user-need
information and use-context information for their development. In contrast,
producers tend to develop innovations
that improve on well-known needs (for
example, doing the same things more
quickly, reliably, or precisely) and that
require a rich understanding of solution
information for their development.
If we extend the information-asymmetry argument one step further, we
see that information stickiness implies
that information on hand will also
differ among individual users and
producers. The information assets of
a particular user (or producer) will be
closest to what’s required to develop
a particular innovation, so the cost
of developing that innovation will be
relatively low for that user or producer.
The net result is that user-innovation
activities will be distributed across
many users according to their information endowments. With respect to
innovation, one user is by no means a
perfect substitute for another.

Freely revealing
innovations
The social efficiency of a system in
which individual users develop individ-
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TABLE 1
Studies of the frequency of user innovation.
Percentage of users developing or
modifying products for own use
(no. of respondents in study)

Innovation area
Industrial products
   Printed-circuit CAD software1

24.3   (136)

   Pipe hanger hardware2

36.0   (74)

systems3

26.0   (102)

equipment4

22.0   (261)

   Library information
   Medical surgery

   Apache server software security features5

19.1   (131)

Consumer products
   Outdoor consumer products6
   “Extreme” sporting

equipment7

   Mountain biking equipment8

ual innovations increases if users somehow reveal what they’ve developed to
others. Producer-innovators partially
achieve this when they sell a product or
a service on the open market (partially
because they reveal the product incorporating the innovation, but often not
all the information that others would
need to fully understand and replicate
it). If user-innovators don’t somehow
also show what they’ve done, multiple
users with similar needs will have to
independently develop similar innovations—a poor use of resources from the
viewpoint of social welfare. Empirical
research shows that users often do
achieve widespread diffusion via an
unexpected means: they often “freely
reveal” what they’ve developed.11 In
other words, the innovator voluntarily
gives up all intellectual-property (IP)
rights to that information, and all interested parties are given access to it—the
information becomes a public good.
The empirical finding that users often
freely reveal their innovations has been
a major surprise to researchers. On the
face of it, if a user-innovator’s proprietary information has value to others,
you’d think that the user would strive to
prevent free diffusion rather than help
others get a free ride at private cost.
Nonetheless, individual users and user
firms—and sometimes producers—

9.8   (153)
37.8   (157)
19.2   (291)

often freely reveal detailed information
about their innovations.
Innovators often reveal their work
freely because it might be the best or
the only practical option available
to them.12 Also, they view IP protections such as patents, trade secrets, and
copyrights as having limited practical value. Innovators’ active efforts to
freely distribute their work gives them
significant private benefits. They often
find that others then improve or suggest improvements to the innovation, to
mutual benefit.13 These users also might
benefit from enhanced reputation, positive network effects due to increased
diffusion of their work, or other factors. Being the first to freely reveal a
particular innovation can also enhance
the benefits received, so there can actually be a rush to reveal, much as scientists rush to publish to gain the benefits
associated with being the first to have
made a particular advancement.

User innovation
communities
User-innovation efforts tend to be
widely distributed. As a result, it’s
important that user-innovators find
ways to combine and leverage their
efforts. One way is to engage in many
forms of cooperation. Direct, informal
user-to-user cooperation (helping others
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to innovate, answering questions, and
so on) is common. Organized cooperation is also common, with users joining
together in networks and communities
that provide useful structures and tools
for interacting and for distributing innovations. Such communities can increase
the speed and effectiveness with which
users—and producers—can develop,
test, and disseminate their innovations.
Also, they can greatly increase the ease
with which innovators can build larger
systems from linkable modules created
by community participants.
Free and open source software projects are a relatively well-developed,
successful form of Internet-based innovation community. They illustrate how
users can create, produce, disseminate,
provide field support for, update, and
use complex products by and for themselves in the context of user-innovation
communities. In the case of physical
products, the economies of scale associated with manufacturing and distribution often give producers an advantage
over “do-it-yourself” users.
However, innovation communities
are by no means restricted to software
or even to information products; they
can play a major role in developing
physical products. Indeed, the World
Wide Web’s rise has enabled vibrant,
globally distributed innovation communities with interests in many diverse
domains. Furthermore, user-developed
products, services, and processes be
come more valuable to society when
disseminated to others who can also
benefit from them.

Adapting policy
to user innovation
Studies have found that, relative to a
world in which only producers innovate,
the presence of freely revealed user innovations has probably increased society’s
welfare.14,15 This finding implies that
policy making should support user innovation or at least ensure that legislation
and regulations do not favor producers
at user-innovators’ expense.
Research over the past 30 years has
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convinced many academics that IP law
is sometimes (or often) not having its
intended effect. IP law was intended
to increase the amount of innovation
investment. Instead, economies of scope
in both patenting and copyright have let
firms use these forms of IP law in ways
that are directly opposed to policy makers’ intent and to the public welfare.
Major firms can invest to develop large
portfolios of patents and copyrights.
They can then use these to create “patent thickets”—dense networks of patent
claims that give them plausible grounds
for threatening to sue across a wide range
of IP and stifle innovation in their areas.
Moreover, users (and producers) tend
to build prototypes of their innovations

Policy making should
support user innovation
or at least ensure that
legislation and regulations
do not favor producers
at user-innovators’ expense.
economically by hacking and modifying
products already available on the market to serve a new purpose. Laws such
as the US Digital Millennium Copyright
Act, intended to prevent consumers
from illegally copying protected works,
can also have the unintended side effect
of preventing users from modifying
products that they purchase. Both fairness and social-welfare considerations
suggest that innovation-related policies
should be made neutral with respect to
sources of innovation.

T

he ongoing shift of product development from producers to users
is painful and difficult for many producers. Open, distributed innovation
is “attacking” a major structure of the
social division of labor. To adapt, many
firms and industries must make fundamental changes to long-held business
models. Moreover, social-welfare considerations suggest that the preferential

support government sometimes gives to
producers who innovate must change.
Also, the workings of the IP system are
of special concern. But despite these
difficulties, a democratized and usercentric system of innovation appears
well worth striving for.
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